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1 «The Internet of Things»
Jusqu’à 26 milliards d’objets connectés en 2020

Modern cryptographic algorithms are significantly faster than legacy algorithms; even asymmetric 
cryptography runs well on everything except processors in the most constrained ultra-low cost 
segment. Furthermore, the energy cost of symmetric cryptography is negligible compared with 
that of wireless communication. Lightweight cryptography is needed for some environments, but 
not for the IoT in general. A future challenge is that the current asymmetric algorithms need to be 
replaced with post quantum resistant variants, where keys and signatures are expected to be much 
larger. For IoT devices in exposed environments, protection against side-channel attacks is essential 
to prevent leakage of keying material through timing information, power consumption, electromagnetic 
waves, or sound.

CONNECTING BILLIONS OF DEVICES – WHO’S WHO?
The purpose of connectivity is to facilitate the secure interaction of applications on the device 
and in the serving network nodes. This requires two crucial functions: identification based on 
credentials and secure data transport. IoT connectivity must be able to cost-efficiently handle 
billions of devices (see Figure 5), and will be realized through heterogeneous access technologies. 
Many devices will be deployed in capillary networks and connected to cellular networks via 
gateways. Enablers in the cellular network can then provide device management, secure 
bootstrapping, or assertions such as verifying device location or trustworthiness of platforms. 
Mobile operators should leverage their unique position as both connectivity and platform 
providers. Evolved 3GPP technologies such as LTE-M, NB-IoT and EC-GSM-IoT are superior 
solutions designed to meet IoT requirements [11]. They provide global connectivity and offer 
unrivaled robustness compared with unlicensed spectrum. The use of encryption on the radio 
interface makes traffic analysis significantly harder.

Based on pre-provisioned device credentials, access technologies need to provide automatic 
and secure remote provisioning of connectivity credentials. 3GPP credentials have traditionally 
been provisioned on physical UICC cards, requiring dedicated readers and local manual 
provisioning. An embedded UICC (eUICC) enables remote provisioning and management of 
credentials. By generating credentials on the device, the risk of breaches is reduced [12]. The 
next logical and necessary step is to use the trusted execution environment that is already 
integrated in the baseband or application processor. This evolution offers reduced hardware cost 
and power consumption, improved speed, and flexibility to use new types of credentials.

The IoT, including interworking with existing identities and credentials in various industries, is 
one of the main 5G focus areas [13]. Industry customers want a single service layer agreement 
with a single connectivity aggregator providing reasonable and predictable fees. For some use 
cases, it might be a security benefit only to allow connection from a single base station or access 
point, while other use cases such as transportation require global roaming. As the IoT consists 
of so many different ecosystems, flexibility is a must. There must be a possibility to bootstrap 
connectivity credentials from device credentials, or application credentials from connectivity 
credentials.
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Figure 5: Connecting places, people, and things
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CYBERSECURITY FOR BILLIONS OF DEVICES
For the IT department, the IoT will create a need to manage large numbers of different types 
of devices, many of which may not be able to ask a user for login credentials or run traditional 
security software. For hackers, the sheer quantity and diversity of these devices will increase 
the potential attack surface. Gartner estimates that by 2020, more than 25 percent of all 
enterprise attackers will make use of the IoT [4]. The challenge of preventing attacks will be 
compounded by IoT deployments in settings where there is an absence of technical expertise, 
such as homes and small enterprises.

From an operational technology perspective, the Industrial IoT (IIoT) makes industrial 
control systems more autonomous and connected [5]. Cyber-physical systems affect the 
physical world and, when compromised, significant material damage may be caused, safety 
may be jeopardized, and the environment may be harmed. Hence a successful attack on an 
IIoT system has the potential to be as serious as the worst industrial accidents to date [6].

Hacking attacks are increasingly carried out by professionals with extensive resources 
and a high level of technical knowledge, and since the IoT affects people’s daily lives and 
industrial operations, there will be plenty of incentives to hack IoT systems. Many current 
IoT devices are extremely easy to hack, and the IoT has quickly become a popular enabler 
for massive Distributed Denial of Service (DDoS) attacks [7]. Mitigating DDoS is problematic 
as neither the owners nor the sellers of the devices bear the costs of the attacks, and IoT-
based DDoS has the potential to become a major problem for society. Therefore, critical 
infrastructure must not only be able to withstand direct hacking, it must also be resilient to 
attacks such as DDoS and jamming.

PRIVACY AND INFORMATION SECURITY IN THE IOT
Privacy is understood and regulated in different ways across countries and jurisdictions. The 
media attention on privacy has raised public awareness, and a global customer survey [8] shows 
that privacy is the main IoT concern (see Figure 1). Even seemingly harmless data relating to 
electricity consumption or room temperature, for example, may reveal too much about a person’s 
habits. But with billions of sensors everywhere, the IoT will drastically increase the amount of 
potentially sensitive information being generated concerning people’s movements, activities, 
and health. Compounding the problem, in most cases, people will not be aware of the sensors 
around them, or how the combined data from various sources can be misused.

The wealth of information in clouds and devices – sometimes in exposed locations – increases 
the risks of industrial espionage and the surveillance and tracking of people. In the IoT, individual 
pieces of information may not reveal much, but the magnitude of data could make it possible to 
determine company processes through the use of analytics. Even if traffic is encrypted, meaningful 
patterns may be revealed through the analysis of that traffic.
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CHALLENGES
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Figure 1: Overview of an interoperable ecosystemDes éco-systèmes très différents

□ un large spectre de «devices» :
⋄ capteurs fortements contraints construit avec de l’électronique imprimable ;
⋄ véhicules autonomes comme des camions, voitures et avions ;

□ des scénarios d’usage étendus :
⋄ surveillance de la température ;
⋄ surveillance de processus industriels critiques ;

□ des attentes de sécurité différentes :
⋄ public : sécurité des données personnelles et «privacy» ;
⋄ entreprise : sécurité des secrets industriels et des infrastructures critiques ;

□ mais des bénéfices considérables :
⋄ analyse de données, «big data» ;
⋄ automatisation ;
⋄ optimisation des ressources et des traitements ;



«The Internet of Things»

Une définition et une infrastructure
Un réseau d’objets connectés à Internet capables de collecter et d’échanger des données.

□ des objets qui nous entourent au quotidien embarquent :
⋄ des capteurs plus ou moins sophistiqués ;
⋄ des SoC, «System-On-Chip» ;

□ les données capturées d’un objet sont :
⋄ envoyées à une passerelle qui les envoie ensuite sur Internet ;
⋄ stockées dans le «cloud» pour y être analysées ;

□ après analyse, les données traitées sont transmises à une application IoT qui :
⋄ exploite ces données suivant différents besoins ;
⋄ est bâtie sur une plateforme offrant un langage commun capable de faire communiquer

capteurs et actionneurs embarqués dans les objets

□ il existe différentes plateformes :
⋄ certaines basées sur le «cloud» pour intégrer les données de nombreux objets ;
⋄ d’autres supportant le développement d’applications IoT ;



2 Les menaces sur l’IoT
□ ressources disponibles limitées : faible capacité en batterie, mémoire et vitesse de traitement

⟹ne peut pas supporter les mesures de sécurité habituelles ;
□ manque d’intérêt pour les données : les données de l’IoT ne sont pas forcément vues comme importante, ce n’est

pas la motivation première des attaques : c’est le défi qu’ils représentent ;
□ disponibilité des outils : tous les outils pour modifier/analyser/étudier les IoTs sont disponibles pour tous ;
□ pas besoin d’un accès physique : utilisation de communication sans fil ;
□ interface différente et limitée : les rapports d’erreurs et de sécurité peuvent être facilement ignorés ;
□ des ports d’accès physiques : utilisés pour la programmation ou le déboguage.
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But the risks of this rising tide of security threats are significant. Beyond reputational damage, competitive 

threats, eroding customer confidence, and safety challenges, regulators are paying increasing attention as 

well. For instance, security breaches that violate HIPAA regulations can lead to fines of $50,000 per violation. 

Credit card processors that fail to comply with the PCI DSS standard may be fined up to $100,000 per violation. 

Distributed Denial of Service (DDoS) attacks are becoming more and more prevalent. These attacks may not 

necessarily be targeted at the average IoT edge device but a hijacking of a connected IoT edge device may be 

used to create a ‘BotNet’, a group of hijacked devices working together to work in unison to attack a central 

point on the IoT network or an external server/computer outside of the local network. Even if these attacks 

are not targeted at the local IoT network, they still pose multiple problems by preventing regular IoT work to 

take place or even simply draining the battery on a mobile IoT edge device creating maintenance cost for the 

administrators leaving them wondering why the battery didn’t last longer.  

Four Types of Security Threats that 
Disrupt IoT Devices

Confidentiality Theft of Service

Data Integrity
Embedded

Solution

This intrusion exposes 
sensitive or confidential 
information, including 
the viewing of data in 
the actual device or the 
theft/cloning of device 
firmware itself.

The criminal uses 
authentication 
weaknesses or failures 
to enable unauthorized 
devices to access data 
or services. Or, an 
upgrade feature is 
unlocked without 
authorization. 

A corruption of 
information where 
unauthorized messages 
are introduced into a 
network or control of a 
device is taken over by 
an unauthorized party.

Availability
A denial-of-service 
attack prevents the 
device from sending 
messages by flooding 
it with hostile traffic.

1 2

3 4

Des attaques médiatisées : «Mirai Botnet» constitué de
caméras IP et de router personnels ;

«DDoS» : détournement d’IoT pour
▷ créer un botnet pour attaquer une cible à l’intérieur ou

à l’extérieur du réseau IoT ;
▷ épuiser la batterie de l’IoT victime.



Les menaces sur l’IoT
La sécurité est un équilibre entre le coût et le bénéfice

□ un attaquant disposant de suffisamment de temps, d’argent et d’expertise peut hacker n’importe quel sys-
tème ;

□ le but de la sécurité est de rendre le coût de l’attaque trop important par rapport au gain espéré ;
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Security is a Balance Between  
Economic Cost and Benefit 
Given enough time, money and expertise any system can be hacked, so it is important to design a system 

to deter an attacker by making it uneconomic (i.e. the cost or effort of an attack far outweighs any benefit  

to an attacker).

Types of attacks can be classified in terms of investment, the type of attacker and equipment used. 

These range from:

EXPENSIVE INVASIVE ATTACKS (such as reverse engineering, or sophisticated micro probing a chip) 

To lower cost:

PASSIVE SOFTWARE ATTACKS (exploiting unintentional security vulnerabilities in the code)

COMMUNICATION ATTACKS (e.g. exploiting weaknesses in the internet protocols,  

crypto or key handling)

Security is always a balance between economic cost and benefit, dependent upon the value of assets on the 

one hand and the cost of security features on the other.

The success of the Internet of Things will depend on data and services being protected, and when the security 

balance is right, it can open up new opportunities and markets.

        Hacks can be categorized by the cost and effort involved

Communication Attacks
Man in the Middle
Weak RNG
Code Vulnerabilities

Non-Invasive HW Attacks
Side Channels (DEMA, DPA)
Physical Access to Device: JTAG, Bus Probing, IO Pins, etc.

Value to Attacker

Cost/Effort to Secure

Cost/Effort
to Attack Invasive HW Attacks

Well Resourced and Funded
Unlimited Time, Money & EquipmentSoftware Attacks

Malware
Social Engineering

▷ attaques matérielles invasives : «reverse engineering», utilisation de micro-sonde sur le processeur ;
▷ attaques logicielles passives : exploiter une vulnérabilité dans le code du firmware de l’objet ;
▷ attaques sur les communications : exploiter des vulnérabilités dans les protocoles réseaux, dans la cryptogra-

phie utilisée ou dans les clés de chiffrement utilisées ;



3 IoT : un catalogue de vulnérabilités
Technologies
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Figure 1.1: IoT underlying technologies.

unambiguously and heterogeneous networks constitute the IoT. Radiofrequency
identification (RFID), sensors, smart technologies, and nanotechnologies are the
major contributors to the IoT for a variety of services, as shown in Figure 1.1.
Goldman Sachs quoted that there are 28 billion reasons to care about the IoT.
They also added that in the 1990s, the fixed Internet could connect one billion
end users, while in the 2000s, the mobile Internet could connect another two bil-
lion. With this growth rate, the IoT will bring as many as 28 billion “things” to the
Internet by 2020. With the drastic reduction in the cost of things, sensors, band-
width, processing, smartphones, and the migration toward IPv6, 5G could make
the IoT easier to adopt than expected. Every “thing” comes under one umbrella
encompassing all the things.

The IoT also views everything as the same, not even discriminating between
humans and machines. Things include end users, data centers (DCs), process-
ing units, smartphones, tablets, Bluetooth, ZigBee, the Infrared Data Associ-
ation (IrDA), ultra-wideband (UWB), cellular networks, Wi-Fi networks, near
field communication (NFC) DCs, RFID and their tags, sensors and chips, house-
hold equipment, wristwatches, vehicles, and house doors; in other words, IoT
combines “factual and virtual” anywhere and anytime, attracting the attention of
both “maker and hacker.” Inevitably, leaving devices without human intervention
for a long period could lead to theft. IoT incorporates many such things. Protec-
tion was a major issue when just two devices were coupled. Protection for the
IoT would be unimaginably complex.

1.2 Phases of IoT System
The IoT requires five phases, from data collection to data delivery to the end
users on or off demand, as shown in Figure 1.2.
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Les différentes phases présentes dans un éco-système IoT
6 ! Security and Privacy in Internet of Things (IoTs)

Delivery

Data transmission

Process
Maker Hacker

Local/stateful Data centers/stateless

Data collection
Sensors/dynamic RFID Tags/static

Storage

Figure 1.2: Phases of IoT system.

1.2.1 Phase I: Data collection, acquisition, perception
Be it a telemedicine application or vehicle tracking system, the foremost step is
to collect or acquire data from the devices or things. Based on the characteristics
of the thing, different types of data collectors are used. The thing may be a static
body (body sensors or RFID tags) or a dynamic vehicle (sensors and chips).

1.2.2 Phase II: Storage
The data collected in phase I should be stored. If the thing has its own local
memory, data can be stored. Generally, IoT components are installed with low
memory and low processing capabilities. The cloud takes over the responsibility
for storing the data in the case of stateless devices.

1.2.3 Phase III: Intelligent processing
The IoT analyzes the data stored in the cloud DCs and provides intelligent ser-
vices for work and life in hard real time. As well as analyzing and responding to
queries, the IoT also controls things. There is no discrimination between a boot
and a bot; the IoT offers intelligent processing and control services to all things
equally.

1.2.4 Phase IV: Data transmission
Data transmission occurs in all phases:
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□ «Intelligent Processing» : les données stockées dans les DCs, «Da-
ta Centers», sont analysées.

□ «Data Transmission» : du capteur, RFID, SoC vers le DC, du DC
vers les unités de traitement et des processeurs vers les contrô-
leurs, devices ou utilisateurs.

□ «Data Delivery» : remise des résultats à temps et sans altérations.



IoT : un catalogue de vulnérabilités
Attaques sur les différentes phases
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Data Perception 

• Data leakage, data sovereignty,  

• Data breach, data authentication  

Storage  

• Attack on availability, access control, integrity 

Processing 

• Attack on authentication 

Transmission 

• Channel security , session hijack 

Delivery end-to-end 

• Man or  machine 

• Maker or hacker 

• Denial of service, impersonation,  modification of sensitive data

• Routing protocols, flooding 

Figure 1.3: Attacks on phases.

Application layer 

• Revealing sensitive data User authentication
• Data destruction Intellectual property

• Denial of servie Distributed denial of service

• Cross heterogenous 

Transport layer 

• Routing protocol 
•  Address compromise 

Network layer 

• Masquerade Man-in-the-middle

• External attack Link layer attack
• Witch attack HELLO flooding
• Worm hole and sewage pool Selective forwarding
• Boradcast authentication and flooding Access control

Sensing/perception layer 

Figure 1.4: Possible attacks based on architecture.

1.3.1.2 Data sovereignty

Data sovereignty means that information stored in digital form is subject to the
laws of the country. The IoT encompasses all things across the globe and is hence
liable to sovereignty.
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□ «External Attack» : utilisation du Cloud, confiance dans le
tiers fournissant le service ;

□ «Wormhole Attack» : transmission de données d’un IoT à
un autre endroit géographique ;

□ «Selective Forwarding» : bloquer certains messages mais
pas d’autres ;

□ «Witch Attack» : remplacer un IoT en panne par un mali-
cieux ;

□ «Data sovereignty» : l’IoT est réparti sur toute la pla-
nète, mais les lois des différents pays s’appliquent ;

□ «Attack on Availability» :
⋄ Flooding by attackers : attaques sur les DCs
⋄ Flooding by legitimates (flash crowd) : surcharge

du à des accès simultanés d’utilisateurs légitimes ;
⋄ Flooding by spoofing : attaque par vol d’identité ;
⋄ Flooding by aggressive legitimates : des utilisateurs

légitimes qui font des requêtes très nombreuses,
très rapidement ;
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1.3.1.2 Data sovereignty

Data sovereignty means that information stored in digital form is subject to the
laws of the country. The IoT encompasses all things across the globe and is hence
liable to sovereignty.
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IoT : un catalogue de vulnérabilités
□ «DDoS», «Distributed Denial of Service» : attaque sur les DCs qui empêchent les utilisateurs légitimes d’accèder à ces DCs :

⋄ «Network level» : épuiser les ressources du CSP, «Cloud Service Provider», avec des connexions ouvertes à moitié (SYN et
SYN/ACK mais pas ACK) ;

⋄ «Service level» : des requêtes malicieuses vers les services ;

□ «IP spoofing attack» des attaques associées à des DDoS sur les DCs dont l’origine semble être les clients légitimes
⋄ Hidding Attack : envoyer de nombreux paquets avec des adresses d’origine aléatoires ;
⋄ «Reflection Attack» : envoyer des paquets à n’importe quelle destination avec l’adresse d’origine de la victime ;
⋄ «Impersonation Attack» : l’adresse d’origine des paquets correspondent à celles d’utilisateurs légitimes et l’attaquant tente

une attaqte «M-I-T-M» ;

□ «Eavesdropping» : interception du trafic pour obtenir des accès non autorisés ;

□ «Replay Attack» : rejouer des paquets pour obtenir des accès non autorisés ;

□ «Backdoor» : utiliser des accès de déboguages ;

□ «Sybil Attack» : créer/voler différentes identités d’IoT pour influencer le fonctionnement du système ;

□ «Byzantine failure» : attaquer un ou plusieurs serveurs pour dégrader les performances du Cloud ;
Attaques sur les «composants» :

18 ! Security and Privacy in Internet of Things (IoTs)

1.3.2.25 Byzantine failure

Byzantine failure is a malicious activity that compromises a server or a set of
servers to degrade the performance of the cloud.

1.3.2.26 Data protection

Data Protection It is difficult for the cloud customer to efficiently check the
behavior of the cloud supplier, and as a result, the customer is confident that data
is handled in a legal way. But practically, various data transformations intensify
the job of data protection.

1.3.2.27 Incomplete data deletion

Incomplete Data Deletion Accurate data deletion is not possible, because copies
of data are stored in the nearest replica but are not available.

1.3.3 Attacks based on components
The IoT connects “everything” through the Internet. These things are heteroge-
neous in nature, communicating sensitive data over a distance. Apart from atten-
uation, theft, loss, breach, and disaster, data can also be fabricated and modified
by compromised sensors. Figure 1.8 shows the possible types of attacks at the
component level.

Verification of the end user at the entry level is mandatory; distinguish-
ing between humans and machines is extremely important. Different types
of Completely Automated Public Turing test to tell Computers and Humans

Terminals 
PC, PDA, mobile phone, 

sensors, controllers, 
gateways, and 

communication devices 

Revealing private sensitive information 
Duplicated SIM / UIM 

Virus, worms, trapdoors  

Storage 
Data center, local 

storage space  
Fabrication, modification, disclosure 

End user  Man, machine 

Impersonation,  
Intrusion 

compromise 

Figure 1.8: Possible attacks based on components.
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Figure 7.4: Examples of IoT devices used in smart buildings.

heating, ventilation and air-conditioning (HVAC) subsystems and lighting sub-
systems attract a lot of attention, since they contribute to the largest portion of
total energy consumption in buildings. It has been shown from previous research
that up to 40% energy saving can be achieved by adopting occupancy-based con-
trols for HVAC subsystems and a combination of control strategies for lighting
subsystems such as daylight harvesting (i.e., exploiting external light sources),
occupancy sensing, scheduling, and load shedding [43].

Real-time occupancy-based control for HVAC and lighting systems have
been the main research focus in Intelligent/Smart Buildings for decades. Vari-
ous IoT devices have been used to collect occupancy information. These devices
can be used in the form of wireless sensor networks (WSNs) which use either
a single sensor type or sensor fusion (i.e., multiple sensor types). A single type
of sensor may be adequate to collect the desired occupancy information; how-
ever, for most cases employing sensor fusion will give a more accurate result.
For instance, binary information generated from PIR and ultrasound sensors are
adequate to provide presence/absence information. Nevertheless, a more accu-
rate occupancy information can be provided by sensor fusion through the use of
PIR and magnetic door sensors [2], or PIR and image sensors [18]. Moreover,
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Figure 7.5: An example of activities deduced from NILM approach. (From
A. Molina-Markham et al. Proceedings of the 2nd ACM Workshop on Embedded
Sensing Systems for Energy-Efficiency in Building, BuildSys ’10, ACM, New York,
2010.)

be disclosed to unauthorized parties during wireless communication: content of
the communication, who is sending or receiving data (user identity), when the
communication takes place (time) and where the communication takes place
(location). While the content can be protected using encryption at applica-
tion level, the rest of the information may be available to external entities, as
explained below:

1. User identity can be determined from the node information (i.e., MAC and
IP addresses).

2. Time information can be related to the time of the transmitted or received
packet.

3. Location can be inferred from: (i) the single access point (AP) that receives
the transmission, providing a rough estimation; (ii) the transmitted signal
strength information from multiple APs which receive the transmission,
providing more accurate location information, for instance, by the trian-
gulation method or by fingerprint-based localization [4, 57].

When all this information is combined together, the where, when, and who
of a wireless communication event can be used for tracking and inferring
user behavior.
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4 Les mécanismes de sécurité pour l’IoT
Méthode coût Techno

Packet Encryption bas le mécanisme le plus employé FIPS-197/AES

Replay Protection bas empêcher le renvoi de paquets enregistrés date/AES CTR

utilisation du chiffrement par chaînage en mode «counter».

Message Authentication Code bas empêcher la modification des messages HMAC

Intégrité et signature des données qui peuvent rester en clair

Port Protection bas empêcher l’accès physique à un port de debogage
série ou JTAG

Utiliser des mots de passe d’accès définis en usine

Secure Bootloader moyen garantir que seul des firmwares autorisés s’exécutent

HMAC du firmware, vérification des mises à jour, utilisation d’un TEE

Pre-Shared Keys bas le mécanisme le plus accessible

Clés installées par un canal sécurisé dans l’objet

SSH haut utilisable uniquement avec des systèmes basés Unix

Public Key Exchange haut besoin d’un OS sur l’IoT ECC

Gestion de clés et de certificats

TLS haute besoin d’un OS sur l’IoT Max Fragment Length,
RFC6066

Gestion de clés, de certificats et de buffers TCP suffisants

WPA2 haute besoin d’un OS sur l’IoT WiFi

Pile TCP/IP évoluée pour disposer de l’authentification serveur



5 «The Internet of Things» : analyse des risques, approche réseau
□ Pour être utile : communication temps réel et bi-directionnelle vers Internet ;

⟹type de communication notoirement difficile à sécuriser

□ besoin d’un nouveau modèle de sécurité
⟹protocoles et «best practices» pour les serveurs, les ordinateurs personnels et les smartphones

sont bien connus mais inapplicables directement
⟹besoin de solution «plug and play» : pas de mise en service, de logiciel et de firmware à mettre

à jour à effectuer par l’utilisateur
⟹décaler le problème de la sécurisation du constructeur matériel vers la couche réseau : plus de

flexibilité et de robustesse ;
⟹assurer une sécurité bout en bout, «end-to-end».



«The Internet of Things» : préconisations
□ les objets ne doivent pas disposer de port ouvert en entrée :

⋄ pour qu’un serveur puisse envoyer des données, «push», à un objet, celui-ci doit être en attente :
disposer d’un port de connexion sur lequel le serveur peut se connecter.
⟹risque massif de sécurité :

▷ installation de malware ;
▷ modification et/ou vol de données ;
▷ attaque par «DoS» ;
▷ exécution de code ;

⟹ l’objet connecté doit effectuer uniquement des connexions sortantes :
⋆ utiliser le modèle publier/s’abonner, «publish/sus-

cribe», pour disposer de lien de communica-
tion bi-directionnel ;

⋆ supporter le «scaling» du modèle : jusqu’à
50 milliards d’objets connectés
▷ serveurs hautes performances ;
▷ nombreux points de présence répartis sur

la planète ;

Requirement         Devices Must Not Have Open Inbound Ports

For one device - say, a server - to push data, another device (i.e. an IoT device) has to be listening. In a 
traditional model, the listening device will open an inbound port and wait for data to be pushed. While 
this can work in some scenarios, it is a massive risk for IoT as these ports must remain open indefinitely. 
The security risks of leaving inbound ports open include malware infections, modification or theft of data, 
DoS attacks, and arbitrary code execution.  

Let’s be very clear: any device on the Internet with an open inbound port will be attacked. It’s a matter of 
when, not if. 

Devices connected to a secure IoT network should make only outbound connections. These 
connections are not vulnerable to the kind of attacks that open inbound ports are. The outbound-only 
design pattern eliminates one major threat to IoT devices. To support this design pattern, we’ll also need 
to use a publish/subscribe communication design so devices can send data bi-directionally. With the 
communication design pattern articulated, how do we make sure it scales to handle the 
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«The Internet of Things» : préconisations
□ Chiffrement de «bout en bout», «end to end» :

⋄ utilisation de TLS, «Transport Layer Security» :
⋆ chiffrement des communications de l’objet au serveur ;
⋆ authentification du serveur et aussi de l’objet ;

⋄ utilisation d’AES pour le chiffrement des données produites par l’objet connectés ;

□ utilisation du modèle d’enveloppe :
⋄ les données de l’objet sont chiffrées par AES pour

le destinataire final avec une clè secrète parta-
gée ;

⋄ ces données chiffrées sont intégrées dans une
enveloppe contenant des données en clair pou-
vant être utilisées par les intermédiaires :
⋆ filtrage/routage ;
⋆ analyse

unprecedented amount of data those 50 billion new IoT devices will create?

Secure and reliable communication that uses protocols like MQTT, CoAP, WebSockets, and HTTP 2.0 is 
able to power publish/subscribe communication between devices with no open ports. Regardless of 
which protocol is used, opening a connection outward and leaving it open is of primary importance, 
followed by using publish/subscribe as the paradigm for communication for that connection. To address 
the needs of IoT scale, the publish/ subscribe connection should be managed by high-performance 
servers distributed throughout the world (a data stream network) with multiple points of presence.

Requirement         End-to-End Encryption

Transportation Layer Security (TLS) is an industry standard communication layer for sending encrypted 
data over a wide area network (WAN) that can be paired with AES encryption to provide true end to end 
security. TLS/SSL protects the top level of data streaming between devices, encrypting the data from 
device to device at the endpoint when the data is transferred. While TLS/SSL is suitable for data 
transmission security, data generated from IoT devices is still vulnerable over the network unless it is 
encrypted. For true end-to-end security, the data itself should be encrypted with the Advanced 
Encryption Standard (AES) encryption specification.

AES encryption works in conjunction with keys that can be distributed and encrypted at an endpoint -- 
and only devices with encryption keys can decrypt the data as it is pushed and received. In such a robust 
security scenario, the network provides full end-to-end security, alleviating hardware manufacturers of a 
significant security burden.

It is also worth noting that there may be scenarios in which full encryption could be limiting - for instance, 
if a midpoint device wanted to read part of a message to filter or analyze it. With full encryption, this 
would not be possible, but with a message/envelope paradigm, it is. 

In this scenario, the message body is encrypted with AES, but the surrounding envelope, which can 
contain key data to be used midstream, is only encrypted at the endpoints with TLS. Using this strategy, 
IoT manufacturers can easily ensure full end-to-end encryption for sensitive data while simultaneously 
allowing for clever design patterns that leverage “envelope” data for mid-stream processing and analysis. 
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L’intégralité de l’enveloppe est échangée de manière chiffrée au travers de TLS.



«The Internet of Things» : préconisations
□ Contrôle d’accès sécurisé par jeton :

⋄ contrôle d’accès sur «qui» peut transmettre «quoi» en émission comme en réception
⋆ millions d’objets connectés essayant d’écouter les bon canaux et les bons topics
⟹ inefficace et non sécurisé de laisser ces objets filtrer les topics auxquels ils n’ont pas souscrit ;
⟹c’est au «réseau» de le faire ;

⋄ intégration d’un système de jeton dans le modèle pu-
blier/souscrire :
⋆ distribuer un jeton à un élément pour donner un

droit d’accès à un canal de données
⋆ contrôle d’accès fin :

▷ quel jeton est crée,
▷ quel «device» le reçoit
▷ pour quelles données ce jeton autorise l’accès

Requirement         Token-Based Access Control

While AES and TLS/SSL can be used to encrypt the data as it is being transferred, another major 
challenge is fine grain access control over who and what can transmit and receive data. With potentially 
millions of devices trying to listen to the correct channels and topics, it is extremely inefficient and 
insecure to ask end devices to filter out topics they don’t subscribe to. Instead, the network should 
handle the bulk of this task. 

Within the publish/subscribe paradigm, a token-based access control approach can be used to distribute 
tokens to devices to grant access to specific data channels. This approach enables fine-grained control 
over which tokens are created, which devices receive those tokens, and to which data those tokens 
grant access. It also enables centralized control over when and how tokens are revoked, cutting off data 
stream access from non-paying customers, for example. 

In doing so, the network effectively serves as a traffic cop, both authorizing device access and managing 
which devices can speak and listen on the network based on the tokens the network distributes. 

Requirement         Device Status Monitoring

In both consumer and industrial IoT, it is critical to actively monitor the online/offline status (“presence”) of 
devices. When a device such as a home security monitor, oil field sensor, or home appliance disappears 
or stops sending and receiving data, the owner or monitoring system needs to know about it. An offline 
device could mean local tampering is taking place, or a broader issue like a power or Internet outage 
has occurred.
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C’est le réseau d’interconnexion qui contrôle le trafic :
▷ autorisation d’accès ;
▷ choisir quels appareils peuvent parler ou écouter sur le réseau
suivant les jetons que le réseau distribue.

Groupe de travail IETF : ACE, «Authentication and Authorization for Constrained Environments»

16 novembre 2017 : https://tools.ietf.org/html/draft-ietf-ace-oauth-authz-09

basé sur OAuth v2.0 et CoAP.



«The Internet of Things» : préconisations
□ Surveillance du status d’un objet :

⋄ surveiller constamment le status «online/offline», la présence, d’un appareil :
⟹Alerter l’utilisateur ou le système de surveillance si un appareil arrête d’émettre ou de

recevoir des données
Que ce soit dans l’IoT des particuliers ou bien industriel : capteur sur une plateforme pétrolière,
système de surveillance de domicile, appareil électroménager etc.

⟹un appareil offline peut signifier :
▷ une tentative locale de manipulation, «tampering» ;
▷ une situation de perte de connexion Internet ou une panne de courant ;

⋄ disposer d’un canal indépendant et sécurisé pour échanger des données de présence pour
chaque appareil qui peut être personnalisé :
⋆ statut online/offline ;
⋆ température ;

⋆ accélération ;
⋆ géolocalisation ;

Par exemple :
⋆ la serrure d’une porte connectée peut alerter son propriétaire du changement de statut de la

serrure si son téléphone n’est pas à 10m de là ;
⋆ si un ensemble de capteurs d’une usine de génération d’énergie solaire passent offline, le

réseau peut dépêcher un technicien pour identifier le problème ;



«The Internet of Things» : préconisations
□ «User friendly» configuration et mise à jour :

⋄ différentes étapes dans la vie d’un objet connecté :
⋆ l’objet est opérationnel et se connecte à Internet ;
⋆ l’objet doit être configuré et son logiciel doit être maintenu à jour ;
Exemple : un utilisateur vient d’acheter un système de 6 caméras connectées avec détection de mouvement pour
la sécurité de sa maison : il espère que tout va fonctionner...
mais il doit :
⋆ configurer son firewall qui bloque leur connexion ;
⋆ mettre à jour leur firmware : mise à jour des fonctionnalités et correction des failles de sécurité ;
et souvent, si cela marche il ne fera plus de mise à jour...

□ Utilisation du modèle publier/souscrire avec les ports HTTP en sortie (port 80 et 443) :
⋄ 1. souscription à un canal d’annonce et s’annonce sur

le réseau ;
2. le serveur renvoie un canal privé partagé :

▷ définir les règles d’accès ;
▷ intégrer l’objet ;

Instead, the customer is responsible for getting the cameras around their home firewall that blocks their 
connection, making them broadcast to the correct port, keeping them up to date with the latest software 
and security updates, and a host of other challenges that are technically far above the ability of an 
average consumer. The security vulnerability in this paradigm is obvious: more than likely, the customer 
will never install updates to patch any security vulnerability if they get the device properly set up in the 
first place. 

A publish/subscribe paradigm that uses the standard outbound ports 80 and 443 makes it easy to 
securely set up and provision IoT devices. When it’s plugged in, the device wakes up, subscribes to a 
designated Announce channel and announces itself to the data stream network. The server then returns 
a private channel on which the device and server can communicate. The server can then set access 
rules on the channel and provisions from there. All of this happens immediately, giving the consumer the 
plug and play experience she expects. 

Once a device is set up and provisioned, it’s also important to implement a way to securely update 
firmware for that device. If consumers have responsibility for downloading and installing firmware 
updates, they will likely not download critical updates or may be vulnerable to malicious updates from 
unauthorized sources. To counter this eventuality, manufacturers should use the device’s secure 
publish/subscribe channels to instruct the devices to download and install firmware updates when 
they become available. 

New device subscribes to Announce channel

4 Steps for Securely Provisioning 
IoT Devices

Server returns private channel and sets access rules

DEVICE PROVISIONING

1

Device subscribes to private channel with secret + salt

3

2

Server checks secret & decides to provision
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SERVER

⋄

The design model for realtime firmware updates in the field begins with the server broadcasting a 
firmware alert message on a channel that all devices can read securely. The master server then instructs 
the devices how to access and install the update. 

When paired with presence monitoring, the IoT manufacturer can be sure that if an individual device is 
offline, it will receive the firmware update message from the network as soon as it boots back up. Online 
devices install firmware updates immediately. All this communication can also use the end-to-end 
encryption and token-based access control methods detailed in previous sections of this paper to make 
the firmware upgrades as secure, accurate, and automatic as possible. 

Moving Forward

To reap the full promise from the Internet of Things, both consumers and industry need to be convinced 
that the data newly-connected devices gather and use is safe. Manufacturers that ignore this reality risk 
not only the adoption of their new devices but the entire reputation of their company.

With the understanding that security is essential for IoT trust and adoption, manufacturers are faced with 
a choice: to attempt to harden security in-house, device by device, for the entire lifecycle of every 
product -- or to offload the bulk of security onto the network that transmits data to and from their devices. 
This white paper has made the case that it is advantageous to shift as much security burden onto the 
network is possible. Doing so will decrease time to market for new devices, increase user adoption, and 
lower the ongoing risk of securing 50 billion new IoT devices. IoT manufacturers can choose to reinvent 
the wheel, or they can leverage a secure, global Data Stream Network and take advantage of the 
massive economies of scale such a service can offer. 
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Server broadcasts “firmware alert” message

Online devices respond & download immediately

DEVICE FIRMWARE

1

Offline devices pull data from channel cache on boot

3

2
SERVER

3 Steps to Secure, Remote Firmware Upgrades

La mise à jour du firmware peut être faire
automatiquement :
1. le serveur informe les objets au travers

d’un canal en diffusion ;
2. chaque objet effectue sa mise à jour ;
3. en cas d’un objet offline, il fera la mise à

jour au moment où il redeviendra online ;



6 Protection matérielle : «roots of trust»
□ protection automatique de leur fonctionnement et des données contenus ;
⟹ les données sensibles conservées dans un stockage non-sécurisé doivent être chiffrées et leur intégrité protégée pour fournir

une fonction de stockage sécurisé ;
□ vérification basée sur la cryptographie du logiciel embarqué et des mises à jour ;
□ possibilité de mise à jour à distance, «OTA», «Over-The-Air», du firmware même en cas de malware ;
□ espace mémoire suffisant pour permettre d’aller vers une version antérieure de firmware en cas de faille critique mais de

manière sécurisée : empêcher une attaque par «rollback».
⟹ces propriétés de sécurité doivent être isolées des applications présentes sur l’objet.
□ chemin sécurisé : les données à protéger ne doivent pas circuler par des canaux non sécurisés
⟹adaptation du DMA pour gérer des canaux sécurisés, plusieurs bus de données, MMU avec tables distinctes, etc.

APPROACHES TO 
SECURING IOT
While most activity today takes place in the devices and 
connectivity phases, most future revenue is expected to 
come from platforms, applications, and services. In the 
following sections we discuss the various approaches to 
security during the different phases in the IoT value chain 
(Figure 3).

DEVICES – HARDWARE ROOTS OF TRUST
As many IoT devices are placed in exposed environments, 
these devices should have the means to automatically 
protect their functioning and the data they contain. In 
particular, sensitive data in non-secure storage needs to 
be encrypted and integrity protected to obtain a secure 
storage function. Devices must cryptographically verify 
firmware and software packages at boot or update, and 
should maintain the ability to receive remote firmware updates even in case of malware infection. 
Devices should have enough storage to carry out automatic rollback in the event of an update 
failure, but malicious rollback to older versions of the firmware or software with critical vulnerabilities 
must be prevented.

These security features must be kept isolated from the applications on the devices. Hardware-
based isolation can be used for these security features and is needed to protect applications from 
other applications and potentially compromised operating systems (see Figure 4). This type of 
functionality constitutes a root of trust – traditionally provided by dedicated hardware, but now 
achievable with trusted execution environments (TEEs) isolated from the rich execution environment 
(REE) in common processors, including low-cost embedded processors. For deployments where 
cost is important, the use of TEE is preferred. Strong device security is necessary to protect sensitive 
data and prevent IoT devices from being used as stepping stones for attacks.

Services

Applications

Platforms

Connectivity

Devices

Figure 3: The IoT value chain
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Figure 4: Hardware isolation using TEE
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Isolation basée hardware

▷ Trusteed Execution Environment :
⋄ réalise toutes les opérations de sécurité

évoquées plus haut ;
⋄ protège les applications contre :

⋆ les autres applications ;
⋆ un système d’exploitation compro-

mis ;
⟹Pour un «bootstrapping» automatique et

sécurisé : installation des «credentials»
lors de leur fabrication en usine.

▷ Rich Execution Environment : l’environne-
ment normal d’exécution.



7 Chiffrement et IoT
□ Cryptographie asymétrique :

⋄ utilisable sur la plupart des processeurs embarqués ;
⋄ difficulté sur des processeurs «ultra low-cost» ;
⟹remplacement par de la cryptographie «post-quantum» : taille beaucoup plus grande des clés et signatures ;

□ Cryptographie symétrique :
⋄ le coût énergétique est négligeable par rapport à celui des communications sans fil ;

□ Cryptographie «Lightweight» :
⋄ réservée aux environnements fortement contraints : étiquette RFID, capteurs, carte sans-contact, etc.
⋄ combinaison de «Block Ciphers», «Stream Ciphers» et «Hash Functions»/MAC demandant de faible ressources

en lors de l’exécution (taille RAM et puissance CPU) et en espace mémoire (taille faible des clés et des données) ;
Symétrique ECC DH/DSA/RSA recommandé

80 163 1024

112 233 2048 RFC 7525

128 283 3072 ENISA 2013

192 409 7680

256 571 15360

⋄ Chiffrement asymétrique :
⋆ implémentation efficace de courbes elliptiques (Curve25519), mais prends du temps si non accéléré matériel-

lement ;
⋆ obligatoire pour l’utilisation de TLS.


